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Executive Summary
The University of Illinois Police Department (UIPD) has reviewed the proposed resolutions regarding the University's use of Automated License Plate Reader (ALPR) technology through its contract with Flock Group Inc.
The proposal raises concerns regarding transparency, data sharing, privacy, cybersecurity, research ethics, and governance. UIPD recognizes the importance of these issues and agrees that public trust in the use of law enforcement technology depends upon transparency, accountability, and responsible oversight.
After reviewing the proposal and current operational practices, UIPD concludes that the proposal does not establish sufficient justification to terminate the University's ALPR program.
Key facts regarding UIPD's current ALPR operations include:
· UIPD does not automatically share ALPR data. 
· UIPD does not allow federal or out-of-state agencies access to UIPD's Flock network. 
· Requests for access are individually reviewed and approved. 
· UIPD policy expressly prohibits sharing ALPR information for immigration enforcement purposes in accordance with Illinois law. 
· UIPD does not use Flock security camera products and does not retain continuous video through its ALPR system. 
· UIPD completed all applicable University Technology Services data risk assessments prior to deployment. 
· UIPD is subject to oversight and auditing by the Office of University Audits. 
· UIPD has implemented additional transparency measures, including the Flock Transparency Portal. 
· Enhanced auditing capabilities provide additional accountability and traceability regarding system use. 
The proposal primarily cites incidents involving other agencies operating under different policies and configurations and does not present evidence that UIPD has misused ALPR technology or operated outside applicable law or policy.
UIPD acknowledges that the proposal identifies opportunities to improve public understanding of ALPR technology and supports reasonable transparency measures that enhance public confidence while protecting privacy, public safety, and investigative integrity.
ALPR technology serves legitimate public safety and investigative purposes, including locating vehicles associated with criminal investigations, investigating missing persons, supporting violent crime investigations, and assisting with time-sensitive public safety responses. These capabilities contribute to the safety and security of students, faculty, staff, and visitors.
UIPD believes the appropriate response is continued responsible use of the technology, supported by transparency, accountability, oversight, and ongoing evaluation, rather than termination of a lawful and operationally valuable public safety tool.

[bookmark: purpose]Purpose
The University of Illinois Police Department (UIPD) and Division of Public Safety appreciate the time, effort, and research reflected in the submitted resolutions regarding Automated License Plate Reader (ALPR) technology and the University’s contract with Flock Group Inc. The concerns raised regarding transparency, data governance, cybersecurity, accountability, and public trust are important subjects worthy of thoughtful discussion.
At the same time, several assertions within the proposal appear to reflect broader concerns regarding ALPR technology generally rather than UIPD’s specific operational practices, policies, or technical implementation. Many cited examples involve other jurisdictions, other operational models, or broader categories of surveillance technology not utilized by UIPD.
This document is intended to:
· clarify how UIPD currently operates its ALPR system,
· address factual inaccuracies or misunderstandings,
· explain existing safeguards and oversight mechanisms,
· acknowledge areas where additional transparency may be beneficial, and
· provide a measured institutional response to the proposal.

[bookmark: general-position]General Position
UIPD does not believe the proposal establishes sufficient justification to terminate the University’s Flock ALPR program. The primary purpose of UIPD’s ALPR program is to support the safety and security of students, faculty, staff, and visitors through lawful investigative and public safety practices. However, the proposal does highlight the importance of ensuring that the use of ALPR technology is transparent, understandable, and supported by clearly documented safeguards.
Many concerns raised in the proposal relate not to demonstrated misuse by UIPD, but rather to broader concerns about surveillance technology generally or to incidents involving unrelated agencies operating under different policies and configurations.
UIPD recognizes that public trust depends not only on compliance with law and policy, but also on clear communication regarding how these systems operate, what controls are in place, and how misuse is prevented.

[bookmark: current-uipd-alpr-practices]Current UIPD ALPR Practices
[bookmark: sharing-and-access-controls]Sharing and Access Controls
Contrary to assertions made in the proposal, UIPD does not automatically share ALPR data.
· Requests for access are individually reviewed and approved.
· UIPD does not share ALPR data with federal agencies.
· UIPD does not share ALPR data with out-of-state agencies.
· UIPD policy expressly prohibits sharing ALPR information for immigration enforcement purposes in accordance with Illinois law.
UIPD policy §429.5.2 states:
“The Department shall not sell, share, allow access to, or transfer ALPR information to any state or local jurisdiction for the purpose of investigating or enforcing a law that:
1. Denies or interferes with a person’s right to choose or obtain reproductive health care services or any lawful health care services as defined by the Lawful Health Care Activity Act; or
1. Permits the detention or investigation of a person based on the person’s immigration status.”
The policy further states:
“Another Illinois law enforcement agency may request that the Department search the ALPRS database for a specific license plate or vehicle as part of a criminal investigation. An Authorized User shall conduct the requested search.”
These provisions reflect UIPD’s requirement that ALPR searches and sharing requests be conducted through authorized departmental personnel in accordance with policy and law.
Early in the broader deployment of Flock systems nationwide, there was limited awareness across the law enforcement community that federal agencies had become customers of the platform. Flock has since modified its controls and federal agencies are now clearly identified in the system. Federal access cannot be automatically shared and requires explicit individual approval.

[bookmark: transparency-and-public-understanding]Transparency and Public Understanding
The proposal repeatedly raises concerns regarding transparency. UIPD believes this is one of the most reasonable and constructive areas for continued discussion.
There is a legitimate expectation that the use of ALPR technology should be understandable to the campus community and that safeguards governing its use should be clearly explained.
In response to these concerns, UIPD has:
· opened a Flock Transparency Portal,
· continued documentation of operational safeguards and sharing restrictions,
· implemented policy controls limiting sharing and access,
· and reviewed system governance practices internally.
While some transparency recommendations in the proposal may exceed operational or legal necessity, improving public understanding of:
· how the system functions,
· what data is collected,
· how sharing is controlled,
· and what safeguards are in place
would likely address many of the concerns raised.
UIPD agrees that transparency is important to maintaining trust and is committed to continuing efforts to improve public understanding of the program. UIPD supports reasonable transparency measures that improve public understanding while protecting operational integrity and investigative effectiveness. 
UIPD also maintains established mechanisms for community feedback and accountability, including an online complaint and commendation process that is available to students, faculty, staff, and members of the public. These processes provide an avenue for concerns regarding departmental operations or employee conduct to be reviewed and addressed through established procedures.

[bookmark: X75575bb6691ebb07a89b31d8c96b889f36f53de]Clarification Regarding Surveillance Scope
Several portions of the proposal appear to conflate different categories of surveillance technology.
UIPD’s deployed Flock ALPR implementation is limited in scope.
Specifically:
· UIPD does not use Flock security camera products.
· UIPD has no current plans to deploy Flock security cameras.
· The University standard for security camera infrastructure is Axis.
· UIPD’s ALPR cameras do not capture or retain continuous video.
· UIPD’s ALPR implementation captures license plate imagery and associated metadata rather than continuous high-resolution facial imagery.
As a result, several concerns raised in the proposal regarding:
· facial recognition,
· continuous video surveillance,
· people-search capabilities,
· and video retention
are not representative of UIPD’s current ALPR deployment.
The proposal also references broader Flock products and patents that are not part of UIPD’s operational use.

[bookmark: data-governance-and-risk-review]Data Governance and Risk Review
Prior to contracting with Flock, UIPD completed all applicable data risk assessments required through University Technology Services.
The University’s existing review processes evaluate:
· data governance,
· vendor risk,
· information security,
· and operational compliance.
In addition to operational, policy, and technology reviews, UIPD is subject to oversight and auditing by the Office of University Audits. These reviews provide an additional layer of institutional accountability and help ensure that departmental practices remain consistent with University policies, applicable laws, and established operational standards.
UIPD also recognizes that all law enforcement information systems carry responsibilities regarding proper handling of sensitive data.
No technical or administrative system can completely eliminate the possibility of misuse by an authorized user. This is true across virtually all information systems, regardless of industry or purpose.
However, UIPD takes misuse of law enforcement systems and data very seriously.
Any unauthorized access or misuse of sensitive law enforcement information is unacceptable and may result in:
· disciplinary action,
· loss of system access,
· criminal investigation,
· or other appropriate consequences.

UIPD supports reasonable transparency measures that promote public understanding and accountability. At the same time, transparency requirements must be balanced against legitimate privacy, safety, and operational concerns. Certain records, including detailed audit logs, investigative information, officer identifiers, and case-specific data, may contain sensitive information. Public release of such information can create privacy risks for individuals, expose investigative methods, or inadvertently provide access to information that was collected for legitimate law enforcement purposes. Any transparency framework should therefore balance public accountability with the protection of personal privacy, public safety, and investigative integrity.
The proposal recommends public disclosure of detailed search logs and related information. While accountability is important, broad public dissemination of such records could itself create privacy concerns for individuals whose information appears in those records, as well as for victims, witnesses, officers, and ongoing investigations.
Recent enhancements to Flock’s audit capabilities also improve accountability and traceability regarding searches and administrative actions.

[bookmark: misuse-and-statistical-context]Misuse and Statistical Context
The proposal cites several examples from unrelated jurisdictions involving misuse of ALPR systems.
UIPD agrees that any misuse of law enforcement systems is unacceptable.
At the same time, the proposal characterizes misuse as “common,” a description that is not supported by the examples provided.
The cited incidents represent a very small number of cases relative to the enormous volume of lawful ALPR use nationwide. Even isolated misuse incidents can undermine public trust and should be treated seriously.
Importantly:
· The proposal provides no examples involving misuse by UIPD personnel,
· most cited incidents involve other agencies operating under different policies and configurations,
· and the proposal focuses primarily on hypothetical or potential misuse scenarios rather than demonstrated misconduct involving UIPD.
While these incidents should be taken seriously, they do not establish that UIPD is operating its ALPR system improperly.

[bookmark: immigration-enforcement-concerns]Immigration Enforcement Concerns
The proposal raises concerns regarding immigration enforcement and the potential misuse of shared data.
UIPD policy expressly prohibits sharing ALPR information for immigration enforcement purposes in accordance with Illinois law.
There is no evidence presented in the proposal that UIPD has:
· shared ALPR data for immigration enforcement,
· provided direct access to federal immigration agencies,
· or operated outside the restrictions established by Illinois law and UIPD policy.
The concerns raised in the proposal appear to stem primarily from incidents involving unrelated agencies or broader vendor-level controversies rather than any demonstrated misuse involving UIPD.
Nevertheless, UIPD understands that concerns regarding how data could potentially be used once it leaves direct institutional control may influence public perception of the program.
This further supports the importance of transparency, documentation, and clearly communicated safeguards.

[bookmark: operational-utility-of-alpr-technology]Operational Utility of ALPR Technology
The proposal largely focuses on theoretical risks and broader concerns regarding surveillance technology while giving limited attention to how ALPR systems are used operationally.
ALPR systems serve legitimate investigative and public safety functions and contribute positively to the safety and security of University of Illinois students, faculty, staff, and visitors. The technology assists officers in identifying vehicles associated with criminal activity, locating missing persons, and supporting time-sensitive investigations that may directly impact campus safety.
These functions include:
· locating vehicles associated with criminal investigations,
· assisting in locating stolen vehicles,
· investigating missing persons,
· supporting investigations involving violent crime,
· assisting in identifying suspect vehicle movements,
· and improving investigative efficiency.

The proposal does not demonstrate that UIPD has misused the technology or operated outside applicable law or policy.
Terminating the ALPR program entirely would eliminate a tool that can provide legitimate investigative value while addressing concerns that are, in many cases, generalized, hypothetical, or unrelated to UIPD’s actual implementation.

Continued Use of the Flock ALPR System
UIPD's continued use of the Flock ALPR system is based on its ability to support legitimate public safety and investigative objectives while operating within established legal, policy, and governance frameworks.
The system provides capabilities that assist officers in locating vehicles associated with criminal investigations, investigating missing persons, identifying suspect vehicle movements, and supporting time-sensitive public safety responses. These functions contribute to the safety and security of students, faculty, staff, and visitors.
UIPD has implemented policy controls governing access and sharing, completed required University risk assessments, established transparency measures, and operates within existing University oversight structures. Recent enhancements to transparency and audit capabilities further support accountability and responsible system use.
The question presented by the proposal is whether the University should terminate its current ALPR program. The proposal does not demonstrate that UIPD is operating the system improperly, nor does it establish that replacing the current system would improve transparency, accountability, privacy protections, or public safety outcomes. UIPD therefore believes continued responsible use of the existing program is appropriate.
While no technology is without risk, UIPD believes the appropriate response is continued responsible use, transparency, and oversight rather than elimination of a tool that provides legitimate investigative and public safety value.

[bookmark: measured-path-forward]Measured Path Forward
UIPD believes a measured approach is more appropriate than terminating the program.
The proposal does not establish evidence that UIPD is operating the system improperly. However, it does highlight opportunities to improve how the system is explained and understood.
Reasonable areas for continued focus include:
· improving public-facing explanations of ALPR operations,
· continuing transparency efforts,
· ensuring audit and accountability mechanisms remain robust,
· and periodically reviewing operational safeguards and governance practices.
UIPD will continue evaluating its policies, vendor relationships, and operational safeguards to ensure the program remains consistent with legal requirements, institutional standards, and community expectations.
UIPD is committed to ensuring that its ALPR program operates:
· lawfully,
· transparently,
· responsibly,
· and in a manner consistent with public safety and institutional accountability.

[bookmark: conclusion]Conclusion
The concerns raised in the proposal reflect broader public discussions surrounding surveillance technology, privacy, and trust.
UIPD respects those concerns and agrees that transparency, accountability, and clear governance are essential.
At the same time, several key assumptions in the proposal do not accurately describe UIPD’s actual operational practices.
The proposal does not present evidence that UIPD:
· automatically shares ALPR data,
· allows federal or out-of-state agencies access to UIPD’s Flock network,
· uses Flock video surveillance systems,
· retains continuous video footage,
· or operates outside applicable law or policy.
Rather than demonstrating operational misconduct by UIPD, the proposal primarily reflects broader concerns regarding how surveillance technology is perceived.
UIPD believes those concerns are best addressed through:
· continued transparency,
· clear communication,
· and responsible governance,
rather than elimination of a lawful and operationally useful investigative tool.
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